TRUNG TAM BAO MAT
AN NINH MANG

V6i su phét trién nhanh chéng vé mang truyén thong INTERNET clng véi cdc thiét bi luu trit
di dong (6 ciing USB) ngay nay da tao diéu kién thuan 1gi cho céc loai VIRUS may tinh phét trién véi
miic do ph4 hoai ngay cang trd nén tinh vi va nguy hiém hon.

Theo thong tin tir Tap doan Dit liéu Quoc t€ (IDG Viét Nam) viéc hong mdy tinh va méat di liéu
hién nay phan 16n 12 do Virus mdy tinh va Tin tic ph4 hoai. Truéc hiém hoa do, dé bao mat dit lieu va
an toan may tinh khi st dung céac dich vu trén mang INTERNET, ciing nhu cdc may tinh trong noi bo
co quan, chiing ta phai cAn ¢6 mot cong cu phong chong Virus mdy tinh hitu hiéu. D6 ciing 1a diéu tran
trd cho tat ca nhitng ai thuong xuyén st dung may tinh.

Chinh vi 1é d6, Cong ty chiing toi da két hop véi tap doan bao mat an ninh mang hang dau thé
gidi (theo binh chon cta tap chi cong nghé thé gigi PC WORD) - KASPERSKY LAB dé dua ra cic giai
phap bao mat t6t wu nhat gianh cho nhiing nguoi sit dung mdy vi tinh.

Dic biét hé théng may chu tich hop Kaspersky Lab duoc dat tai DakLak; Diéu nay rat thuan
tién dé€ cac mdy tinh tai Tinh nha gidm su tit ngén dudng truyén Internet tai nhitng gio cao diém, luon
cap nhat co s& dit liéu Antivirus hang gio nhanh chéng. Khi cé Virus lay lan, céc cap nhat khin cap dé
phat hién céc tan cong méi c6 hiéu luc trong thoi gian ngén nhat sau khi Malware bi phat hién.

Tai sao chiung ta lai chon KASPERSKY LLAB ?

Thanh lap nam 1997, dén nay Kaspersky Lab da tré thanh mot nha cung cdp phan mém bao mat
quoc té€. Kaspersky Lab c6 tru s& chinh tai Moscow, Russia va cac van phong & Anh, Phap, Dic, Ha
Lan, Ba Lan, Nhat Trung Quoc, Han Quoc, Romania, va My.

Kaspersky Lab cung cap nhiéu dich vu ¢6 kha niang ddp tGng cdc yéu cau khat khe cta khach hang
trong viéc dam bao bao mat dix liéu.

Cac san pham cua Kaspersky Lab tich hgp nhiéu giai phdp c6 kha nang dép ting duoc in cdc nhu cau
ctia khach hang, tir nhitng ngudi st dung tai nha cho dén nhiing tap doan 16n. Hién nay, Kaspersky
dang thuc hién bao mat dit liéu cho cac tap doan 16n nhu Airbus, Stemcor, BBC Wordwide, Tatneft,
Telecom Italia Mobile, Faber-Castell, France Telecom, ciing nhu Bo ngoai giao Y va Bo gido duc Phép.

O Viét Nam ching ta vira qua(2006-2007) ciing da c6 mot s6 Cong ty 16n nhu: Truyén hinh k§
thuat s6 VTC, C.ty VINA Games, San bay Tan Son Nhat, San bay Noi Bai, Tap doan vién thong
MOBILE PHONE, VIETTEL, VINA PHONE, Bo Gido Duc,...; Pa sit dung cong nghé Bao mat An
ninh Mang KASPERSKY LAB.

So sanh tham s6 bao vé giita cic chuong trinh Anti - Virus néi tiéng khac

. Trend Micro Internet
Kaspersky Internet Symantec Antivirus Security 2007 Server
Security 6.0 Server/client | 2007 Server,Client ye ’
Client
Pac tinh bao vé
Ty 1& % nhan biét toan dién 97.89% 96.83% 96.95%
Ty 1& % phét hién file nén 83% 49% 51%
;hé?l gian ddp ung cap nhat virus 1h 1 tudn 9_ 10h
S?) lan tr/l‘mg binh cﬁp n/hat dir liéu 615 31 50
virus mdi trong moi thang
Hiéu qua cta giai phdap Antivirus 174 208 196




mang lai trén hé thong, thoi gian
tinh bang giay
Cai dat trén nhirng may tinh da bi nhiém Virus va cach sir 1y su lay lan
Phan tich do tim theo cong nghé 6 6 6
Heuristic analyzer
Ngén chan lay nhiém trong mang c6 khong khong
Nhan biét tan goc c6 khong khong
Quét nhan dang file
Lua chon cap do bao vé. Thiét l1ap
ché do can bang gitta phuong phap co khong co
quét theo chiéu sau va téc do quét.
Thoi gian quét ¢6 thé dimg trong
lic uu tién x{t 1y ting dung nguoi st c6 khong khong
dung dang chay.

. . co
Kha nang nhan dang virus bén c6 co
trong céc file nén. ZIP, ARJ, CAB, RAR, ZIP, LHA ZIP,CAB

LHA

Mail antivirus
Lua chon cap do bao vé. Thiét 1ap
ché do can bang giita phuong phap c6 khong khong
quét theo chiéu sau va téc do quét.
Quét ludng thong tin giao thiic giao . L .
thtrc POP3 va SMTP o o khong
Quét luong thong tin IMAP4 cé khong co
Web antivirus (quét luong thong tin web HTTP)
Nhan dang Spyware va nguy co de . . .
doa tiém tang khdc. €0 €0 khong
Chong nguy co tan cong tir bén ngoai Internet
Tuong lira cd nhan c6 c6 co
Ngan chan tan cong xam nhap c6 khong khong
Cho\n.g trang Web gia mao tir bén 6 khong khong
ngoai.
Chong Antispam
Quét luong thong tin giao thitc . . .
SMTP, POP3, IMAP €0 €0 khong
CP(_)n cap do nghiém ngat cua tinh 6 khong 6
nang loc Spam
Phan tich message headers co khong co
Chong popup windows tir cac
trang web khong tin cay (popup co khong co
windows, banners)

Thong tin yéu cau phan ciing cai dat

Kaspersky Internet Security

Norton Internet Security

Trend Micro Internet Security

Thong so 6.0 , Server/client 2007 / Server,Client 2007/ Server,Client
Thong tin géi cai dat ~20 MB ~ 40 MB ~ 60 MB
Microsoft Windows 98 (SE)
/ NT Workstation 4.0 / 2000 . . ) )
Ho trg hé diéu hanh | Professional / Windows ME / %;Iilsct;OSOft Windows XP / IX\I/IilSCtTaOSOﬁ Windows XP/

Microsoft Windows
XP / Vista / Vista x64




For Windows 98 / NT /
2000:

Intel Pentium 133 MHz or
higher For Windows ME:
Intel Pentium 150 MHz or
CPU higher For XP:

Intel Pentium 300 MHz or
higher For Windows Vista /
Vista x64:

Intel Pentium 800 MHz or
higher

Intel Pentium 300 MHz Intel Pentium 350 MHz or
or higher higher

64 MB RAM for Windows
98 /NT/

2000 / ME 128 MB RAM for
Windows XP 512 MB RAM
for Windows Vista /

Vista x64

Yéu cau RAM 256 MB RAM 256 MB RAM

Yéu cau cho trong 50 MB available HDD space 350 MB available HDD 400 MB available HDD space
HDD space

Su dung cong nghé Kaspersky Enterprise Space Security

Dam bao ludng thong tin phong phu bén trong cong ty va bao vé cac giao ti€p vdi thé giGi bén ngoai.
Giai phdp nay bao gom cdc thanh phan dé bao vé workstation (mdy tram) va server (mdy chli) khoi moi tdn cong
tir Internet; N6 loai bo virus khoi email va giit thong tin bi mat, dam bao cac truy cap cua nguoi sit dung dén cac
hé thong mang.

Cic dac tinh noi bat:

* Bdo vé workstation va server khoi Virus, Trojan va Worm.

* Bdo vé cho mail server nhwr Sendmail, Qmail, Postfix va Exim.

« Kiém soit tAt c& message truyén qua Microsoft Exchang server

* Kiém soét cdc message, co s& dit lieu va nhitng thanh phan khac trén Lotus Notes/ Domino Server.
e Béo vé khoi tan cong theo kiéu Phishing va Spam.

* Ngan chan su phét tdn Virus.

* Tinh Scalability.

Cac dac tinh phu:

* Quan tri va cai dat tap trung.

* H6 tro cho Cisco NAC (Network Admission Control)

e Bao vé khoi cac chuong trinh nguy hiém.

* Tuong ltra ca nhan véi IDS va IPS.

* Bao vé khi lam viéc trén mang Wifi.

e Kiém sodt luu lugng Web.

e Phuc hoi nhitng thay d6i nguy hiém ctia hé thong.

* Phan b6 lai nguén tai nguyén trong ltic kiém soat toan bo hé thong.
* Cich ly céac thanh phan bi nghi ngd hodc nhiém céc loai tin cong.
* Hé thong bdo cdo trén trang thai hé thong.

* Tu dong cap nhat co s& dit liéu.

Hay bao vé may tinh va dir liéu quy gia trén may tinh cua ban
bang cong nghé KASPERSKY LAB cua Chiing toi !




